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MDAY STATEWIDE VACANCY ANNOUNCEMENT (SWVA)
 
POSITION VACANCY NUMBER:  SWVA #14061S              CLOSING DATE: 29 August 2014

UNIT/DUTY LOCATION: 0108 CS HHC REAR / CHICAGO

POSITION TITLE:  INFO SYS SUPERVISOR

RANK/GRADE:  SFC / E7    			    		DUTY MOS:  25B4O

SELECTING OFFICIAL:  COL Drew Dukett		PHONE/POC:  (708) 824-5065 / SFC Alberto Colon
																	                          
SECURITY CLEARANCE:  SECRET
-------------------------------------------------------------------------------------------------------------------------------------------------
ELIGIBILITY REQUIREMENTS
•  MDAY Soldiers one or two grades below the position.  IAW NGR 600-200
•  Have the MOS awarded as their PMOS, SMOS, AMOS.
[bookmark: OLE_LINK2][bookmark: OLE_LINK1]•  MDAY Soldiers who are not MOS qualified but meet eligibility requirements of DA PAM 611-
   21 to acquire the MOS within 12 months.  (See attached excerpt from DA PAM 611-21)
[bookmark: OLE_LINK4][bookmark: OLE_LINK3]•  Not flagged for favorable personnel actions.
•  Must hold or be able to obtain a SECRET security clearance.

To Apply:  Verified and updated Enlisted Record Brief (ERB), Copy of current NCOER (DA FM2166-8), Copy of current DA Form 705, profiles (DA 3349) must be attached if applicable, Copy of current DA FM 5500-R (if applicable), Security Clearance letter from State Personnel Security Office.
-------------------------------------------------------------------------------------------------------------------------------
SUMMARY OF DUTIES
Please see attached excerpt from the DA 611-21 for 25B4O Information Technology Specialist for summary of duties.
---------------------------------------------------------------------------------------------------------------------------------------------------
APPLICATION INSTRUCTIONS
Scan completed applicant packet at unit of assignment, then forward through S1 channels to MILPO-Boards Branch via IGO MSC folders.

Save Application as “SWVA – Announcement Number”

Applications must be received by this office no later than the closing date of the announcement.  Incomplete or late packets will not be accepted.

Questions concerning the contents of this notice may be directed to MILPO-Board Branch, telephone CML:  (217) 761-3380 or by email ng.il.ilarng.list.g1-enlisted-actions@mail.mil  

10‑25B. MOS 25B--Information Technology Specialist (Info Tech Sp), CMF 25) (Effective 201410)  (Army Civilian Acquired Skills Program (ACASP) designated MOS
      a. Major duties. The Information Technology Specialist installs, operates and maintains computer systems and local area networks (LAN). Performs system administration (SA) and maintains computers and servers within the computing environment (CE) and the network environment (NE). Performs network administration (NA); installs, configures and maintains network equipment within the LAN. Installs, operates, and maintains commercial off the shelf (COTS) equipment (i.e. routers, switches, desktop and laptop computers). Provides SA to Tactical Battle Command Servers (TBC Server) in the tactical operations center (TOC). Provides SA and direct support for Information Dissemination and Content Staging. Performs Information Assurance (IA), provides the security services and attributes of availability, authentication, confidentiality, integrity and non-repudiation;  Network Operations (NETOPS) Service Desk Management, which includes incident and problem processing, change request processing, availability management and user interaction. Assists in the planning, configuration, management, and monitoring of the wide area network (WAN); Duties for MOS 25B at each level of skill are: 
            (1) MOSC 25B1O. Installs, operates and maintains computer systems and LAN. 
Performs SA functions at multiple echelons (Battalion to Army and National levels). Installs, operates and maintains servers and information systems in TOC. Provides direct support to end users for all CE operating systems, peripherals, and applications, including SA of Information Dissemination and Content Staging. Implements IA to computer systems and networks (IA vulnerabilities alerts (IAVA), and IA vulnerabilities bulletins (IAVB)). Installs, tests, maintains, and upgrades operating systems software and hardware to comply with IA requirements. Works under the direct supervision of the Senior LAN Manager for all LAN related functions. Other duties include:  NETOPS Service Desk Management.
		(2) MOSC 25B2O. Performs senior operator and SA at multiple echelons (Battalion to Army and National levels). Provides advance level CE and NE support for unclassified and classified systems. Supervises the installation, operation and maintenance of the LAN and computer systems. Trains and assists less experienced Soldiers in the installation, operation and troubleshooting of information and computer systems. Configures, improves performance, and test network servers in tactical operations centers. Supervises and operates systems in support of Information Dissemination and Content Staging. Evaluates potential IA security risks and takes appropriate corrective and recovery actions under the supervision of the IA Staff NCO.  Other duties include:  Supervises NETOPS Service Desk.
		(3)  MOSC 25B3O. Supervises the deployment, installation, operation and maintenance of computer systems and LAN. Performs senior level SA functions, and advance level CE. Provides support for the NE in unclassified and classified networks (Brigade to Army, Joint and National levels). Manages accounts, network rights, and access to CE systems and equipment. Supervises the installation and operation of systems in support of Information Dissemination and Content Staging. Supervises and performs IA functions. ; installs perimeter defense systems including intrusion detection and protection systems, firewalls, and grid sensors. Writes standard operating procedures for all automation systems within the LAN and assists in the planning, configuration, management, and monitoring of the WAN. Assists in the planning and implementation of the units’ computer life cycle program. Develops and provides training to service support personnel, functional users and staff personnel in computer and information systems matters. Other duties include:  Supervises NETOPS Service Desk.
	       (4) MOSC 25B4O.  Plans, supervises, coordinates, and provides technical assistance for computer systems and LAN. Performs senior level NA functions as well as advance level CE support. Assists in data system integration and provides support for the NE in unclassified and classified networks. Manages accounts, network rights, and access to NE systems and equipment. Manages operations in support of Information Dissemination and Content Staging. Implements response actions in reaction to security incidents and supervises IA functions.  Plans and executes the unit level computer life cycle program. Develops and provides training to staff personnel on computer and information technology (IT) matters. Supervises and coordinates the development of the LAN in TOC and assists in the planning, configuration, management, and monitoring of the WAN. Assists in the development of NETOPS policies and standard operating procedures (SOP). Participates in the development of continuity of operations plan (COOP) and tactical standard operating procedures (TacSOP). Briefs and advises staff and operational personnel on IT matters. Coordinates high level or contractor support maintenance for assigned equipment. Other duties include:  Supervises NETOPS Service Desk.
		(5) MOSC 25B5O. Supervises, plans, coordinates and directs the employment, operation and management of computer systems and LAN. Provides senior level NA functions and data system integration at Division, Army, Joint, and National levels. Provides technical and tactical advice to command and staff on IT matters. Manages the operations in support of Information Dissemination and Content Staging. Supervises IA functions (Division to Army, Joint, and National levels).  Plans the unit level computer life cycle program. Develops and provides training to command and staff on computer and IT matters. Supervises and coordinates the development of the LAN in the TOC and assists in the planning, configuration, management, and monitoring of the WAN. Assists in the development of NETOPS unit level policies and SOP. Participates in the development of COOP and TacSOP.  Performs duties as Senior Information Systems for Corps and Army levels. Maintains IT operations. Coordinates high level or contractor support maintenance for assigned equipment.
  b. Physical demands rating and qualifications for initial award of MOS. Information technology specialist must possess the following qualifications:
	(1) A physical demands rating of very heavy. 
	(2) A physical profile of 212221. 
	(3) Normal color vision. 
	(4) Qualifying scores.
			(a) A minimum score of 100 in aptitude area ST in Armed Services Vocational aptitude Battery (ASVAB) tests administered prior to 2 January 2002.
		 (b) A minimum score of 96 in aptitude area ST on ASVAB tests administered on and after 2 January 2002.
       (c) A minimum score of 95 in aptitude area ST on ASVAB test administered on and after 1 July 2004.           
	(5) A security eligibility of SECRET is required for the initial award and to maintain the MOS. 
	(6) A U.S. citizen. 

	(7)_ Formal training (completion of MOS 25B Course (conducted under the auspices of the USA Signal School) mandatory or meet the ACASP criteria per paragraph 9-5b(5)(b) of this pamphlet and in paragraph (a) and (b) below. Waiver may be granted by Commandant, U.S. Army Signal School, ATTN: ATZH‑POE, Ft Gordon, GA 30905-5300.
     		(a) Be eligible for SECRET security access under provisions of AR 380-67.
    	 (b) Must have completed at least 2 years of accredited college or technical school studies in computer science, information technology  or have a combination of 2 years formal training and work experience in computer networking  computer operating systems, computer applications, local area network installation and management, transmission control  protocol/internet protocol (TCP/IP), switches and routers.       
  c. Additional skill identifiers. (Note: Refer to table 12-8 (Listing of universal ASI’s associated with this MOS)).  
	(1) D1--Defense Message System (DMS)/Tactical Message System (TMS) Systems Administrator.
	(2) 3C--Operational Contract Support (OCS) (SSG thru SGM) (Effective 201310).
  d. Physical requirements and standards of grade. Physical requirements and SG relating to each skill level are listed in the following tables: 
	(1) Table 10-25B-1. Physical requirements. 
	(2) Table 10-25B-2. Standards of grade TOE/MTOE. 
	(3) Table 10-25B-3. Standards of grade TDA. 



